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Risk Management: 
it’s not rocket science

Three Framing Devices for Thinking about Risk
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it’s more complicated
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Different kinds of Risk: 1
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directly

Virtual
risk

e.g. climbing 
a tree, riding 
a bike, driving, car

e.g. cholera: need
a microscope to
see it and a 
scientific 
training to
understand

Scientists don’t 
know or cannot
agree: e.g. 
BSE/vCJD,

global 
warming,

low-level
radiation,
pesticide 
residues,           
HRT, mobile 

phones,
passive smoking,
stock market …. 

Coca Cola
Belgian  chocolates

Contact lenses
Sunbathing

The legal environmentEvents dear boy!
Terrorism

The New Yorker March 21, 1988
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A successful risk manager

Risk management 
is

• a balancing act
• instinctive
• intuitive
• modified by 

culture

Perception 
of risks Accidents

Propensity to
take risks

Balancing
behaviour

Rewards

less efficent
brakes

tyres - less
grip

reduced down
pressure - less grip

more dangerous & 
therefore slower

Risk compensation

Perception 
of risks Accidents

Propensity to
take risks

Balancing
behaviour

Rewards

Bottom loop bias

Reducing Risks - Protecting People

Injidents

Risk perceived through science
the role of the Royal Statistical society

• “a Richter scale for risk would involve 
taking a series of common situations 
of varying risk to which people can 
relate” (DoT)

• “a simple measure of risk that people 
can use  as a basis for decision 
making” (RSS)
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Individualist

Fatalist Hierarchist

Egalitarian

Table 1. Risk of an individual dying (D) in any one year or developing an adverse
response (A)
Term used Risk estimate Example
High Greater than 1:100 A. Transmission to susceptible household contacts

of measles and chickenpox
A. Transmission of HIV from Mother to child

(Europe)
A. Gastro-intestinal effects of antibiotics

1:1 - 1:2

1:6
1:10- 1:20

Moderate Between 1:100-1:1000 D. Smoking 10 cigarettes per day
D. All natural causes, age 40 years

1:200
1:850

Low Between 1:1000- 1:10000 D. All kinds of violence and poisoning
D. Influenza

1:3300
1:5000

D. Accident on road 1:8000
Very low Between 1:10000- 1:100000 D. Leukaemia

D. Playing soccer
D. Accident at home
D. Accident at work
D. Homicide

1:12000
1:25000
!:26000
1:43000
1:100000

Minimal Between 1:100000- 1:1000000 D. Accident on railway
A. Vaccination-associated polio

1:500000
1:1000000

Negligible Less than 1:10000000 D. Hit by lightning
D. Release of radiation by nuclear power station

1:10000000
1:10000000

Source: On the State of the Public Health: the Annual Report of the Chief Medical Officer of the
Department of Health for the Year 1995, London, HMSO, 1996, p. 13.

A Richter Scale for Risk?

Risk of an individual dying in any one year 
as a result of a road accident

= 1:8000 (On the State of the Public Health 1995)

= 1:16000 (Road Accidents Great Britain 1995)

Young male vs
middle-aged female

100   X 134   X

3am Sunday vs
10am Sunday

Personality disorder 
vs normal

10    X 20

2.5 times over 
limit vs sober

=     2 680 000

• I exaggerate
the four variables are not independent;

there are more disturbed drunken young men on 
the road at 3am Sunday

• or do I?
the four numbers in the equation are all averages.

Further variables must be invoked to account for 
their variances, 

is the car
big X new X equipped with ABS brakes X insured 
...?

is the road
slippery X well-lit X  straight ... ?   

is the driver
sleepy X angry X on drugs X short-sighted ...?

is the ... .... ?

hormesis

Paracelsus (more than 400 years ago):
“All substances are poisons, there is 
none which is not a poison. The right 
dose differentiates a poison from a 
remedy.” 

“evidence of decreasing cancer risks with 
increasing radon concentrations was observed”
British Journal of Cancer (2002, 86, 1721-1726)

Perception 
of risks Accidents

Propensity to
take risks

Balancing
behaviour

Rewards

The risk thermostat

Money, power,
love, glory, food, 
sex, rushes of 

adrenaline, 
control ...

Money, health,
life, status, 
self-esteem,

embarrassment, 
jail, loss of control ...
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Voluntary

Risk
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Self
controlled

Diminished 
control

No
control

Pure – rock
climbing

Applied –
driving

Cycling

Plane
Train

Benign

Profit
Motivated

Malign

Mobile phone
masts

GMOs

Murder
Risk

Amplification

Acceptability
of risk

Nature
Economy

Mount
EtnaImpersonal

Al Qaida

A virtual risk: vCJD from BSE?
“I have worked in this field for 25 years … 

did I go out and eat lamb chops, did I go 
out and eat lamb brain, sheep brain? The 
answer was ‘no’, but it was not based on 
scientific criteria, it was based on just 
emotion. … At a scientific level I cannot 
give you a scientific basis for choosing or 
not choosing beef, because we do not know 
the answers.”

Nobel Laureate Stanley Prusiner
BSE Inquiry, 6 June 1998

Perception 
of risks Accidents

Propensity to
take risks

Balancing
behaviour

Rewards

Perceptual Filters
A typology of bias

Individualist

Fatalist Hierarchist

Egalitarian

Egalitarian

• Feeding dead sheep to cattle, or dead 
cattle to sheep, is “unatural” and 
“perverted”. 

• “It is the full story of the beginnings of 
an apocalyptic phenomenon.”

• “Great epidemics are warning signs, 
symptoms of disease in society itself.”
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Individualist
• “The precautionary principle is favoured 

by environmental extremists and health 
fanatics. They feed off the lack of 
scientific evidence and use it to promote 
fear of the unknown.” 

• “It is clear to all of us who believe in the 
invisible hand of the market place that 
interference by the calamity-promoting 
pushers of the precautionary principle is 
not only hurtful but unnecessary.”

Hierarchist
• “We require public policy to be in the 

hands of elected politicians. Passing 
responsibility to scientists can only 
undermine confidence in politics and 
science.” 

• “I have not got a scientific opinion worth 
listening to. My job is simply to make 
certain that the evidence is drawn to the 
attention of the public and the 
Government does what we are told is 
necessary.”

Fatalist

• “They should shoot the scientists, not 
cull the calves. Nobody seems to know 
what is going on.” 

• “Charles won’t pay for Diana’s briefs” 
Main headline in The Sun on 21.3.96, 
the day every other newspaper in the 
country led with the BSE story
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Minute 105 1.2

UK – vCJD
8.3

Sars – Global
774

UK - 0

Staff based at the National CJD Surveillance Unit, 
Western General Hospital, Edinburgh in 2004

13th Annual Report, National CJS Surveillance Unit
http://www.cjd.ed.ac.uk/report13.pdf

Creutzfeldt-Jacob Disease Surveillance in 
the UK

8th Annual Report 1999
(published November 2000)

• Over the last 13 years 108 confirmed 
cases of vCJD, plus 43 “probable”

• “Statistical analysis has provided no 
evidence … that the rate of occurrence of 
new cases (of vCJD) has increased with 
time since 1994.”

• “We have found no evidence of any dietary, 
iatrogenic or occupational risk for vCJD.”

Safety

Resources devoted to increasing safety   

Directly Perceptible:
Victorian coal mine - imposed
climbing Everest - voluntary

Titanic 
effect

Virtual Risk: 
human error 
becomes
Bad Luck:
legal black 
hole

Bad luckPerceived 
through science:
legal grey area

Managing risk: 
it’s not rocket science

it’s more complicated
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Terrorism: searching for the keys

Compulsive Risk Assessment Disorder

Compulsive Risk Assessment Psychosis

psychosis - a severe mental disorder in which 
contact with reality is lost or highly distorted. 

“[the annual] review should cover all
controls, including … risk management”

“The board should maintain a sound system of internal control”

“no prescribed form or content”

“risk based”

“the risks [the company] faces are continually changing”

“All employees have some responsibility for internal control”

“effective monitoring on a continuous basis”

“the board should ... Ensure that it has considered 
all significant aspects of internal control”
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Risk assessment of all activities is required by law.

You may find a risk that you hadn’t thought of!
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“To avoid suffocation keep away from children”

Prime Minister’s speech to IPPR, 26 May 2005

I call [for] a sensible debate about risk in public policy 
making. In my view, we are in danger of having a 
wholly disproportionate attitude to the risks we 
should expect to run as a normal part of life. This is 
putting pressure on policy-making, not just in 
Government but in regulatory bodies, on local 
government, public services, in Europe and across parts 
of the private sector - to act to eliminate risk in a way that 
is out of all proportion to the potential damage. The result 
is a plethora of rules, guidelines, responses to 'scandals' 
of one nature or another that ends up having utterly 
perverse consequences. 

1. Handling risk should be firmly embedded in 
government’s policy making, planning and delivery.
2. Government’s capacity to handle strategic risks 
should be enhanced.
3. Risk handling should be supported by good practice, 
guidance and skills development.
4. Departments and agencies should make earning and 
maintaining public trust a priority when dealing with risks 
to the public.
5. Ministers and senior officials should take a clear lead 
in improving risk handling.
6. The quality of government risk management should 
be improved through a two-year programme of 
change, linked to the Spending Review timetable,
and clearly set in the context of public sector reform.
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TERMS AND CONDITIONS FOR VISITING SPEAKERS/CONSULTANTS

Definitions:
1.  ‘CMPS’ means the Centre for Management and Policy Studies, Cabinet Office.
2.  ‘The Contractor’ is the person who by contract undertakes to render services for CMPS.
3.  ‘The Contract’ is the letter confirming in writing the agreement between CMPS and Contractor.
4.  ‘The Fee’ as described in the Contract Letter means the price exclusive of Value Added Tax (VAT), payable to the Contractor by CMPS for the full and proper 
performance by the Contractor for his/her part of the Contract. In addition, travel and subsistence may be claimed where applicable and agreed beforehand.
Travel and Subsistence
5.  Reasonable travel expenses will be refunded and the conditions are stated in the Contract Letter itself. CMPS may return an invoice for adjustment if taxi fares have been 
charged.
6.  Any payment for subsistence should be agreed with CMPS before the expenses are incurred. 
7.  If it is agreed that it is necessary for the Contractor to stay in overnight accommodation, the bill should be paid in full by the Contractor on departure. The Contractor 
may then charge CMPS for these costs - incidental expenses such as phone calls, faxes, drinks etc., will not be refunded. A copy of the bill should be attached to the
Contractor’s invoice for reference. The only exception to this is where the entire Programme or event is being held in a hotel and CMPS will receive one invoice from the 
hotel for all accommodation, room hire, meals etc., for Programme participants and speakers. However, the Contractor shall still settle their incidental expenses on 
departure. Overnight accommodation and all meals should not exceed the amount stated in the Contract letter without prior approval.
Variation of Contract
Health and Safety
8.  Any variation of any provision of the Contract must be effected in writing by CMPS. In the event of any change or cancellation of the Programme or event CMPS will give 
the longest possible notice. No cancellation fee will be paid if 4 weeks or more notice is given of the change. If the Programme or event is cancelled at shorter notice than 
this then consideration will be given to any claim for actual expenses incurred by the contractor.
9.  The Contractor should inform CMPS in writing as to any reasons why the Contract may not be fulfilled as agreed.
Contractor’s Organisation
10. All personnel employed by the Contractor deployed on work relating to the Contract must have appropriate qualifications and competence and in all aspects be 
acceptable to CMPS. Where so required, full particulars of all personnel so employed shall be forwarded in advance to CMPS for confirmation of acceptability.
11. The Contractor shall take all reasonable steps to avoid changes of personnel assigned to and accepted for the work under the Contract except whenever changes are 
unavoidable or of a temporary nature caused by sickness etc.
12. For security reasons the Contractor shall take the steps reasonably required by CMPS to prevent unauthorised persons being admitted to CMPS’s premises or those of 
CMPS’s clients.
Payment
13. No additional fee will be paid unless authorised in advance. Itemised claims, accompanied by all necessary documentation, shall be submitted to CMPS for scrutiny and 
approval.  Unless otherwise stated in the Contract, payments shall be claimed in writing (invoice or letter) within one month of completing the work, quoting CMPS’s
reference and addressed to the person specified in the Contract letter. Payment will be made within 30 days of receipt and agreement of invoices for work completed to 
the satisfaction of CMPS.
14. Payments may be withheld or reduced by CMPS in the event of unsatisfactory performance.
15. VAT, where applicable, shall be shown separately on all invoices as a strictly net extra charge. A VAT number shall be quoted on any invoice where VAT is charged.
Provision of Equipment
16. Any equipment provided by CMPS for the purpose of the Contract shall remain the property of CMPS and shall only be used for the purpose of carrying out this 
Contract; to be returned promptly to CMPS on completion of work or expiry or termination of the Contract.
17. The Contractor will reimburse CMPS for any loss or damage to the equipment (other than deterioration resulting from normal and proper use) caused by the actions of 
the Contractor or any employee or agent of the Contractor.
18. Any computer disc intended to be used by the Contractor on CMPS’s IT equipment must be delivered to the Programme Coordinator a week in advance of work to be 
swept for viruses.
Copyright
19. CMPS must abide strictly by the rules governing copyright. The Contractor, therefore, shall ensure that any materials or aids used are free from copyright restrictions.
Property Rights
20. All rights in the results of work undertaken by, or on behalf of, the Contractor for the purposes of the Contract, including any data, reports, drawings, designs, handouts or 
other material produced or acquired in the course of such work remain the property of CMPS. This applies where notes are prepared as handouts for Programmes run on 
behalf of CMPS. The Contractor may not use this material for their own purposes elsewhere without prior approval from CMPS.
21. Work arising as a result of the Contract may not be undertaken by the Contractor without prior permission of CMPS, even if the Contract has been completed.
Confidentiality
22 The Contractor will come into contact with Programme participants and clients who are encouraged to discuss work issues freely. All official information acquired as a 
result of the Contract must be regarded as confidential. It should not be discussed or mentioned in any subsequent publication, speech or lecture without the prior 
permission of CMPS, or the person from whom the Contractor obtained the information.
23. The Contractor shall not communicate with representatives of the general or technical press, radio, television or other communications media regarding any aspect of 
the Contract unless specifically granted permission to do so in writing by CMPS.
Equal Opportunities
24. The Contractor shall reflect CMPS’s equality of opportunity policy in specific content and also in their style, nature of handouts, use of non-sexist and non-racial language 
and avoidance of the use of stereotypes. 
Health and Safety
25. The Contractor shall consider their own health and safety and that of any persons involved with the Contract, such as Programme participants, at all times and not put 
themselves or others at risk.

Contract for Cabinet Office Seminar

TERMS AND CONDITIONS FOR VISITING 
SPEAKERS/CONSULTANTS

Health and Safety
25. The Contractor shall consider 
their own health and safety and 
that of any persons involved with 
the Contract, such as Programme 
participants, at all times and not 
put themselves or others at risk.

“The swings are packed away at night because kids might climb 
the fence and use them unsupervised and hurt themselves.”



12



13

Walking/Cycling Initiatives

Source: www.rbkc.gov.uk

Kensington High Street: Pedestrian Accidents
Average decrease after removing pedestrian barriers = 60.5%
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Risk management
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Individualist

Fatalist Hierarchist

Egalitarian
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