Risk Management:
it's not rocket science

it’s more complicated
Three Framing Devices for Thinking about Risk
Imperial College Seminar
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A successful risk manager

Risk management
is

* a balancing act

* instinctive

* infuitive

* modified by
culture
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Risk perceived through science
the role of the Royal Statistical society

- “a Richter scale for risk would involve

taking a series of common situations
of varying risk to which people can
relate” (DoT)

it

* "“a simple measure of risk that people

can use as a basis for decision
making” (RSS)




Table 1. Risk of an individual dying (D) in any one year or developing an adverse
response (A)
Term used Risk estimate Example
High Greater than 1:100 A Transmission to susceptible househald contacts
of measles and chickenpox 11-12

A Transmission of HIV from Mother to child

(Europe) 16
A Gastrointestinal effects of antibiotics 110-1:20
H 1 1 Moderate Between 1:100-1:1000 D. Smoking 10 cigarettes per day 1200
Fatalist Hierarchist D Smokng 10 et per ey 120
Low Between 1:1000- 1:10000 D. All kinds of violence and paisoning 1:3300
D. Influenza 1:5000
D. Accident on road 1:8000
Very low Between 1:10000- 1:100000 D. Leukaemia 1:12000
D. Playing soccer 1:25000
D. Accident at home: 1:26000
D. Accident at work 1:43000
D. Homicide 1:100000
Minimal Between 1:100000- 1:1000000  D. Accident on railway 1:500000
A Vaccination-associated polio 1:1000000
Negligible Less than 1:10000000 D. Hit by lightning 1:10000000
D. Release of radiation by nuclear power station 1:10000000
Individualist Egalitarian

Source: On the State of the Public Health: the Annual Report of the Chief Medical Officer of the
Department of Health for the Year 1995, London, HMSO, 1996, p. 13.

+ I exaggerate
A Richter Scale for Risk?

the four variables are not independent;

. Lo o there are more disturbed drunken young men on
Risk of an individual dying in any one year th d at 3am Sund

as a result of a road accident e roadatr sam sunday

or do I?

= 1:8000 (On the State of the Public Health 1995) the four numbers in the equation are all averages.

= 1:16000 (Road Accidents Great Britain 1995) Further variables must be invoked to account for

their variances,
Young male vs Personality disorder is the car
middle-aged female  vs normal big X new X equipped with ABS brakes X insured
2
100 X 134 X 10 X 20 = 2680000 is the road
_ slippery X well-lit X straight ... ?
3am Sunday vs 2.5 times over . .
10am Sunday limit vs sober is the driver .
sleepy X angry X on drugs X short-sighted ...?
is the 2

|
“evidence of decreasing cancer risks with

increasing radon concentrations was observed” The risk thermostat
British Journal of Cancer (2002, 86, 1721-1726)

‘ - Money, power,
Home radon cleared of

love, glory, food,
cancer risk to children . Propensity to sex, rushes of
— » hormesis take risks = Revars adrenaline
K g control ...
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Money, health,
. Perception : life, status,
f’aracelsus (more than .400 years ago). N self-esteem,
All subs_tan}ces are poisons, therg is embarrassment,
o0 none which is not a poison. The right

; . . jail, loss of control ...
dose differentiates a poison from a
remedy.”
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Acceptability

of risk A virtual risk: vCJID from BSE?

Y

"I have worked in this field for 25 years ...
did T go out and eat lamb chops, did I go
out and eat lamb brain, sheep brain? The
answer was 'no’, but it was not based on
scientific criteria, it was based on just
emotion. ... At a scientific level I cannot
give you a scientific basis for choosing or
not choosing beef, because we do not know
the answers."

Risk Nobel Laureate Stanley Prusiner
Amplification BSE Inguiry, 6 June 1998
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@ Egalitarian

g Q » Feeding dead sheep to cattle, or dead
cattle to sheep, is “unatural” and

Fatalist Hierarchist “perverted”.
* “It is the full story of the beginnings of

an apocalyptic phenomenon.”
* “Great epidemics are warning signs,
symptoms of disease in society itself.”

Individualist Egalitarian




() 1ndividualist

“The precautionary principle is favoured
by environmental extremists and health
fanatics. They feed off the lack of
scientific evidence and use it to promote
fear of the unknown.”

“It is clear to all of us who believe in the
invisible hand of the market place that
interference by the calamity-promoting
pushers of the precautionary principle is
not only hurtful but unnecessary.”

Hierarchist

“We require public policy to be in the
hands of elected politicians. Passing
responsibility to scientists can only
undermine confidence in politics and
science.”

“I have not got a scientific opinion worth
listening to. My job is simply to make
certain that the evidence is drawn to the
attention of the public and the
Government does what we are told is
necessary.”

@ Fatalist

“They should shoot the scientists, not
cull the calves. Nobody seems to know
what is going on.”

“Charles won’t pay for Diana’s briefs”
Main headline in The Sun on 21.3.96,
the day every other newspaper in the
country led with the BSE story

Enidemic
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GBVT. EXPERT PROFESSOR JOHN PATTISON

REFERRALS OF
SUSPECT CJD

DEATHS OF DEFINITE AND PROBABLE CJD

Year

Referral | Year | Sporadi| latroge | Familial | GSS vCJD

Total

s c nic Deaths
1990 [53] 1990 28 5 33
1991 75 1991 32 36
1992 96 1992 45 53
1993 78 1993 37 46
1994 118 1994 53 - 61
1995 87 1995 35 3 47
1996 133 1996 40 10 60

1997

162 1997 60 10

81

1998

154 1998 63 18

89

1999

170 1999 62 15

85

2000

178 2000 50 28

82

2001

179 2001 58 20

87

2002

163 2002 72 17

94

2003
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162 2003 77 18
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Number of Deaths

Time World UK

Year 54,997,000 612,000 YK ;‘éCJD
Month 4,583,000 51,000

Week 1,058,000 11,737

Day 151,090 1,677

70 Sars — Global

774
Minute 105 12 Uk-o

Hour 6,300

Staff based at the National CTD Surveillance Unit,
Western General Hospital, Edinburgh in 2004

~#= 13" Annual Report, National CJS Surveillance Unit
http://www.cjd.ed.ac.uk/report13.pdf

Creutzfeldt-Jacob Disease Surveillance in
the UK
8th Annual Report 1999
(published November 2000)

+ Over the last 13 years 108 confirmed
cases of vCJD, plus 43 “probable”

+ “Statistical analysis has provided no
evidence ... that the rate of occurrence of
new cases (of vCID) has increased with
time since 1994."

+ "We have found no evidence of any dietary,
iatrogenic or occupational risk for vCID."

The Human Reliability Curve
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Managing risk:
it's not rocket science

it’'s more complicated




Terrorism: searching for the keys

“The board should maintain a sound system of internal control”

“[the annual] review should cover all
controls, including ... risk management”

“no prescribed form or content”

e o

“the risks [the company] faces are continually changing”

“effective monitoring on a continuous basis”

“the board should ... Ensure that it has considered
all significant aspects of internal control”

“All employees have some responsibility for internal control”
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Compulsive Risk Assessment Disorder

psychosis - a severe mental disorder in which
contact with reality is lost or highly distorted.

Compulsive Risk Assessment Psychosis
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[ unique no-win, no-fes compensation plan means we take
away all the stress tool

Clam Mo One phone call to our expert advisors is all it takes... even
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®" accident advice helpline

A screwdriver, hanging
dangerously out of &

e T colleagues pocket cut me just
nbove the right eye. Although
fortunately, my eyesight was

A . not affected, I felt it was

unnecessary for me to suffer e Rpatin
e 5 from someone else's mistake. I - Exther Rantzen
9 got in touch with Accident ot avcs ek

Advice Halpline through the

Internet. The servica they CALL NOW, FREEPHONE

provided was first clags. They
girided ma brilllantly through 0800 180 4 123
Hom Wi each stage of the claim and I
was awarded £2000
compensation. Il e
[e— a8
<<back to testimonials . —_




FAULT TREE EVENT TREE
(Causes) (Consequences)
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Risk Assessment

e s 10 minmize of elminabe the nsk. Risk

A risk ssesemunt s simply a carefd examination of seything that may fFause harm to you e otbers durng the couse of your
waork Once this is done, you will then b sble to decide upon the mast fippropriate action o take 16 minmize the Ekelihood of
ariyons being hurt The aim is to prevers accident and ilness. i is.

cut by igantéying sk and using apgenpnats contiel

Hazard

of all activities s requited by Law.

thought o

A hazard &5 anyihing that may cause ham. Alihough thay may not causn ham in onp form, them is abways a “what € 7" Glass
Eattlen can be conaidared 5 hazard Nesmally thay 5re fairy harmiass - what # thay aes drepped? Elncineily 18 & hazard Whitst
prupenly contamed i is safe, what €7 To make ife o litthe easies, we have dvided the hazards into groups. These are then sub-
dided. Mov ol bk aras will B relovant B0 your work, but do not dismiss b without laaking - You may find o risk that you hade)

i You may find a risk that you hadn't thought of!
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Risk Assessment > Environment

@ Weather
@Terram
@ Location
@ Distet
@Anunals
@Pollution

Batarn to man basard mdsx

The death of Captain Cook

ol :
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Guide to Hazard Categories

@ Enviromment

@Manual Handling

@ Chemical/Biological

@ Working on or near Water
@Lone/Out of hours working
@Health

@Equipment

@Dealing with the Public

Tiebam to Intraduction to Risk Assessment




+ Operate the fire alarm. No
. sound
will be heard but the Fin
will be called. RAtgade

. Tell any staff member th
of fire or smoke. Rpsttion

- Follow instructions from staff
or emergency services,

Do not take any risks

- Why school outings ..’

a1

L

could soon disappear

As sl action over duty of cate
= mount, some beachers bnk consideing =

Prime Minister’s speech to IPPR, 26 May 2005

| call [for] a sensible debate about risk in public policy
making. In my view, we are in danger of having a
wholly disproportionate attitude to the risks we
should expect to run as a normal part of life. This is
putting pressure on policy-making, not just in
Government but in regulatory bodies, on local
government, public services, in Europe and across parts
of the private sector - to act to eliminate risk in a way that
is out of all proportion to the potential damage. The result
is a plethora of rules, guidelines, responses to 'scandals’
of one nature or another that ends up having utterly
perverse consequences.

1. Handling risk should be firmly embedded in
government’s policy making, planning and delivery.

2. Government’s capacity to handle strategic risks
should be enhanced.

3. Risk handling should be supported by good practice,
guidance and skills development.

4. Departments and agencies should make earning and
maintaining public trust a priority when dealing with risks
to the public.

5. Ministers and senior officials should take a clear lead
in improving risk handling.

6. The quality of government risk management should
be improved through a two-year programme of
change, linked to the Spending Review timetable,
and clearly set in the context of public sector reform.

10
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Contract for Cabinet Office Seminar

TERMS AND CONDITIONS FOR VISITING
SPEAKERS/CONSULTANTS

Health and Safety

25. The Contractor shall consider
their own health and safety and
that of any persons involved with
the Contract, such as Programme
participants, at all times and not
put themselves or others at risk.

“The swings are packed away at night because kids might climb
the fence and use them unsupervised and hurt themselves.”

11
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Source: www.rbke.gov.uk

Kensington High Street: Pedestrian Accidents
Average decrease after removing pedestrian barriers = 60.5%

Edwardes Edwardes Earls Court Philmore ArgyiRoad  Tube  Derry Street Kensington Old Court KenPalace  Palace
Square  Square  Road Gdns Station Church ~ Place Gdns  Avenue

(west) ~ (east) Street
0 Before W After
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renforcer lo régime des
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Fatalist Hierarchist

Individualist Egalitarian
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